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Abstract

Robustness and stability in Delay Tolerant Mobile Ad-
Hoc Networks (DTMs) is a crucial issue. Nodes are
moving at different speeds, different directions and rely
solely on their neighbour nodes for communication sup-
port, those who may or may not behave in a cooperative
manner. Hence it is important to have solid algorithms
for organizing these networks and deciding whom to
connect to or not, based on different parameters. The
work presented in this paper builds upon an existing al-
gorithm for building trusted spanning trees, and tries to
improve on its effectiveness by investigating the intro-
duction of a notion of trust based on edges.

1. Introduction

The research work presented in this paper analyzes
delay tolerant mobile ad-hoc networks (DTMs) and how
to form stable and robust DTMs.
MANETs represent an emerging and important new
field in network technologies, as there is an ever grow-
ing number of mobile devices and hence the desire to
not only have the classic base-station to client and vice-
verse communication model, where the base station is
fixed and the clients move, but also client to client com-
munication and the forming of spontaneous mobile net-
works. The clients of these networks are often using
technologies such as WiFi (IEEE802.11) and Bluetooth.
What makes these networks so interesting and at the

same time difficult to characterize is that they are
formed spontaneously, are self configuring and don’t
rely on a global infrastructure. The latter also means
that the members of a network and the data flow are not
controlled or shaped and cannot be influenced on by any
kind of infrastructure. Thus these networks rely on the
cooperativeness of their nodes. Cooperativeness means
that a node must not be selfish, only using services with-
out providing them, like for example using its neighbors
for downloading data but refusing to relay packets be-
tween it’s neighbors.
Another property which makes MANETs hard to de-
scribe is their topology, which is only to a certain de-
gree predictable as the networks are highly dynamic,
and may experience a complete change within a very
short period of time.

DTMs are a subclass of mobile ad-hoc networks,
which includes temporary stable connections as well as
frequent reorganizations and partitions[4].
Delay tolerance introduces many new obstacles which
the underlying protocols have to deal with. What we
want to achieve with DTMs is that we have a highly dy-
namic network, which includes unpredictable connec-
tion disruption, and create a trusted spanning forest on
top, which is aware of the underlying properties. Thus
a major challenge in these networks is to achieve effi-
cient communications. In that context, new algorithms
and routing protocols have to be developed in order to
allow for a maximum survivability and stability of these
networks[1]. It is also important to note that the solu-
tion provided to the network has to be computed locally



but yet effective globally.
The work presented in this paper builds upon the

G-Trust[4] algorithm, that tries to attribute weight val-
ues to the nodes in a network. These values are used for
rating the behaviour of the different nodes, and allows
for deciding whether it is worth establishing a connec-
tion to a specific node or not.

As this resulted in building more stable networks,
it was decided to apply the same method on the con-
nection links, i.e. edges. The goal was to better under-
stand what was happening at the edge level, and how
one could use that information for further improving the
overall performance of the network.

This work studies a number of different metrics ap-
plied to both communication edges and nodes, analyz-
ing them and how they can be interpreted and useful
for optimizing the connection links. Section 2 explains
background information needed to understand the con-
cepts of this work. Section 3 explains the different mod-
els which have been used for analyzing the different
proposed metrics. Section 4 explains the metrics which
have been collected during the simulations. Section 5
describes the tools and environment used during this
work. Finally the study is concluded in Section 6.

2. Tree concept

2.1. Tree

In graph theory, a graph is an ordered pair G :=
(V,E), where V is a set of vertices and E is a set edges.
In an undirected graph G, two vertices u and v are said
to be connected if there is a path of edges from u to v.
Hence a connected graph is a graph where any distinct
pair of vertices can be connected through some path. A
cycle in a connected graph is path with repeated ver-
tices.

A tree T , is a cycle free graph where any two ver-
tices are connected by exactly one path. Hence any con-
nected graph without cycles is a tree.

2.2. Spanning Tree

A spanning tree of a connected, undirected and cy-
cle free graph G is a tree composed of all the vertices V ,
and a subset of edges E of G.

2.3. Communication graph

In static networks, spanning trees have long been
used for improving robustness and fault-tolerance, but
also for improving on routing protocols. The same idea
of spanning trees has been applied to dynamic networks

in order to improve different routing algorithms.
In a communication graph G, vertices represent the

communication devices. If a vertex u and a vertex v can
communicate with each other, the communication link
is represented by an edge. Hence the set of edges E, is
the set of communication links.

2.4. Spanning Forest

Let G(t) be a communication graph at time t and
a pair Vt(G),Et(G)). G(t) is a disjoint set of m con-
nected subgraphs {G1, . . . ,Gm}. A spanning forest is
a graph whose components are trees. Hence a span-
ning forest embedded in a graph G(t) is a graph S(t) =
(Vt(G),E ′t (G)) such that E ′t ⊂ Et , or a set of k spanning
trees {γ1, . . . ,γk} at moment t of G(t).

3. Mobility Models

While researching on MANETs, the simulation of
mobility using mobility models as close as possible to
real world environments is crucial. In the literature
one can find many different models, of varying com-
plexity, trying to model the different aspects of human
mobility[2]. In practice though the random waypoint
mobility model is the most commonly used one. To re-
flect natural human movement, more accurate models
have to be used.

In order to realistically simulate the DTMs while
applying the G-Trust algorithm, and the improvements
to G-Trust, proposed in this work, two real world mod-
els were used.

The mobility models used in this work have been
generated using the metropolitan ad hoc network simu-
lator (Madhoc[2]).

The first model tries to reflect a highway environ-
ment, where we have multiple lanes with cars moving
alongside and in opposing directions, and with different
speeds. While moving, they try to establish connections
to their neighbors and keep those connections alive.

The second model discussed in this paper simulates
a shopping mall environment. Here we have a large
space where we mimic the movement of people mov-
ing around in this shopping area and trying to establish
connections with each other.

4. Metrics

To be able to monitor and understand the behaviour
of a simulation, metrics are collected. These metrics al-
low for better understanding the simulation model, ver-
ify the performance of the applied algorithms and proto-
cols, and how to possibly find new ways for improving



them.
The following sub sections will give an overview of

the different metrics used in this work. We have metrics
for nodes, edges and trusted spanning tree links. Most
of them (unless specified) are based on the same defini-
tion (e.g. node :: averageAge(), edge :: averageAge()),
hence they are no separately explained.

The following introduced metrics are based on the
work of [3] and [4]

4.1. Appearances

A counter variable is used for collecting this metric,
and it is defined as follows. If an element1 changes its
state from non-existence to existence, a counter variable
associated with that specific element gets incremented
by one; hence this is a local and not a global variable.

The optimum for this metric is a constant value of
one, because that means that we have only one appear-
ance of all edges over the simulation period.

This metric is very useful for distinguishing the be-
haviour of different mobility models. As we can see
while comparing the results for the highway and mall
mobility model, the value of this metric climbs much
faster for the former one. This can be related to the na-
ture of this mobility model, which is defined as using
high speeds for the nodes, opposing directions and non-
constant speeds.

Figure 1 shows an illustrative plot of this metric.

Figure 1. appearances(), top: highway, bottom:
mall

1edge, node, trusted spanning tree link

4.2. Accumulated Age

For a given element e, the accumulated age is de-

fined as accumulatedAge(e) =
n

∑
i=0

tpresenti , hence the

sum of the time intervals the element has existed during
the simulation. For the implementation of this metric, a
counter variable was used which gets incremented after
every simulation step, if the element has been active2

for that previous step.
The optimal value for this metric is the total time

of the simulation as this means that the observed ele-
ment have been active during the whole simulation pe-
riod. When summing this metric over all similar ele-
ments (e.g. all edges), the steeper the values increase,
the more stable the network can be interpreted to be. If
they increase only steadily, more links break and hence
the network is less stable.

Figure 2 shows an illustrative plot of this metric.

Figure 2. accumulatedAge()

4.3. Average Age

The average age of an element e is defined as
averageAge(e) = accumulatedAge(e)

appearances(e) . This metric is based
on two previously defined metrics. After each simula-
tion step it is being calculated and saved.

The optimal value of this metric is, as with the ac-
cumulated age, the total time of the simulation, which
means that the element has been active over the whole
simulation. If the observer value stable or decreasing,
that means that the network is rather unstable, if it is on
the other hand constantly increasing this means that the
network gets more stable.

Figure 3 shows an illustrative plot of this metric.

4.4. Number of elements

The number of elements (e.g. edges, nodes or
neighbours) represents the number of active elements at

2Active means the same as existence, i.e. the element was actively
present in the simulation.



Figure 3. averageAge()

a specific simulation step. The meaning of this metric
depends on the type of element being represented.

• Nodes: A high value means that there are a lot of
nodes active.

• Neighbours: A high value means that the nodes
have many connected neighbours.

• Edges: A high value means that there are a lot of
connections between the nodes.

There is no optimal high or low value for this met-
ric, but a constant value might indicate that the links in
the network are more stable, compared to a highly fluc-
tuating value.

Figure 4 shows an illustrative plot of this metric.

Figure 4. numberActiveEdges()

4.5. Volatility

The volatility of an element is defined as
volatility(e) = appearances(e)

accumulatedAge(e) . It should be noted that
this metric is the inverse of the averageAge() metric.

The optimal value of this measure, tends to zero.
This can be explained in that it is optimal to have a
as high as possible value for accumulatedAge() and a
as low as possible value for appearances(), which ev-
idently leads to that statement. In this sense, a lower
value means that an element has been active for a longer

time with a few appearances, hence summed over all re-
lated elements (e.g. edges), this gives a measure about
the stability of the network.

Figure 5 shows an illustrative plot of this metric.

Figure 5. volatility()

4.6. Number of new neighbours

This metric is only being used for nodes, in or-
der to keep track of the number of neighbour nodes
they have. Regarding the implementation, every node
keeps records of what nodes they have connected to,
and each time they connect to a new node, they incre-
ment a counter.

This metric gives an overview on how many neigh-
bours the nodes have on average over a simulation. Our
results show that for example for the highway mobility
model, all nodes have seen each other after a a certain
period of time.

Figure 6 shows an illustrative plot of this metric.

Figure 6. numberNewNeighbors()

4.7. Cumulative Distribution Function

The cumulative distribution function describes the
distribution of the nodes over the simulation. The CDF
is defined as follows. For any average age x, the CDF
of x gives the number of nodes having an average age
smaller equal x.



As per the definition of this metric, it gives us the
distribution of all the nodes over a simulation based on
their average age.

Figure 9 and 10 show plots of this metric.

4.8. Performance Ratio

This metric is used based on a graph. The per-
formance ratio for a graph G at time t, is defined as
per f ormanceRatio(G(t)) =

(
|Γ|
m

)
, where Γ is the num-

ber of subgraphs and m is the number of connected com-
ponents.

This metric is used as a quality assessment for
the modified algorithm. The optimal value for the
per f ormanceRatio() method is 1, as this means that
there is only one subgraph and one connected compo-
nent.

Figure 7 shows an illustrative plot of this metric.

Figure 7. performanceRatio()

4.9. Tree Link Disappearances

This metric is used on the trusted spanning tree cre-
ated by G-Trust. A tree link, i.e. edge, of the trusted
spanning tree disappears if it changes its state from ac-
tive to inactive. In other words, considering an edge eab
between two nodes a and b at time t1. If this connection
breaks at time t2, the tree link effectively disappears.

This metric is implemented as a counter variable
which gets incremented for a given tree link, if it disap-
pears.

This metric gives how many disappearances the ob-
served trusted spanning tree has over a simulation. The
optimal value for this measure should be as low as pos-
sible as this means that the trusted spanning tree is sta-
ble. High values indicate an unstable network.

Figure 8 shows an illustrative plot of this metric.

Figure 8. treelinkDisappearances()

Shopping Mall Highway
Surface (km2) 0.32 1.0

Node Density (per km2) 1000 80
Number of Nodes 100 80

Avg. Number of Partitions 2.68 1.7
Number of Connections 389 405

Average Degrees 7.82 10.17
Velocity of Nodes ( m

s ) 0.3-3 20-40
Radio Transmission Range 40-80 m

Table 1. Parametrization used in Madhoc

5. Simulation environment

In order to simulate DTMs, the used mobility mod-
els should reflect real-world environments as close as
possible, which includes the lay-out of nodes (e.g. citi-
zens or cars), environmental properties (e.g. obstacles,
limited paths, roads) and radio propagation (communi-
cation link)[4]. The networks used in this work were
generated using Madhoc [2], an ad-hoc networks sim-
ulator (introduced in 3) that provides mobility models
allowing realistic motion of nodes (here citizens in the
mall model and cars in the highway model) in a variety
of environments. The parameters for the two mobility
models, “shopping mall” and “highway” (introduced in
3) are summarized in Table 1. The generated networks
were saved in the DGS3 file format. Each simulation
step (i.e. DGS-step) represents a time interval of 1

4 s.
The actual simulations were carried out using the

GraphStream library. GraphStream is an event based
Java library for construction dynamic graphs. For sim-
ulating the evolution of a graph, it supports different

3

DGS is a file format allowing to store graphs and dy-
namic graphs in a textual human readable way, yet with a
small size allowing to store large graphs. Graph dynam-
ics is defined using events like adding, deleting or chang-
ing a node or edge. With DGS, graphs will therefore be
seen as stream of such events.



events like elementAdded(), elementRemoved() and
elementChanged(). Besides that, it also allows for as-
signing arbitrary attributes to the elements of the graph.

The latter property is for example used for assign-
ing trust values to nodes and edges.

The simulations for both mobility models (“shop-
ping mall” and “highway”) were done using 100
runs and for a time period of 120s, which equals to
480DGS− steps.

5.1. Experimentation Steps

The work was started with implementing different
Java classes for collecting the metrics described in sec-
tion 4 and writing that data, depending on the context,
per DGS-step or per simulation run, out to files. Those
files were then used for generating the graphs using cus-
tom written scripts and the matplotlib4 Python graphing
library. Those graphs were then used for analyzing the
behaviour of the algorithm.

The CDF (see 4.7) metric was chosen to be used as
link-stability value for deciding whether to establish a
connection between two nodes. The idea of choosing
this metric was to wait for a certain amount of DGS-
steps, to allow the nodes to stabilize with respect to their
neighbours, and only then form new connections. The
reason for this to further help stabilizing networks was
that if we don’t allow to form new links if the the op-
posing node hasn’t reached a certain threshold, we can
avoid to create too many short-lived connections.

The experimentation continued with applying the
chosen threshold values followed by an analysis of the
results.

5.2. Results

Experimentation has been done with applying
threshold values to the algorithm, starting from 5% up
to 95%, in 5% increments. The percentage values trans-
late to a specific average age value the nodes have to
satisfy in order for connections to be formed. Table 2
summarizes the threshold values for the highway mo-
bility model, table 3 the values for the mall mobility
model. Figure 9 and 10 illustrate the CDF plot for both
mobility models, which were used for determining the
used threshold values.

For assessing the quality of the algorithm af-
ter having applied the previously presented thresh-
old values, three functions (per f ormanceRatio(),
treelinkAverageAge(), treelinkDisappearances()), in-
troduced in section 4 were used.

4http://matplotlib.sourceforge.net

threshold() averageAge()
95% 4.73
90% 5.1
85% 5.43

70-80% 6.1
65% 6.43
60% 6.77

45-55% 7.1
40% 7.77

30-35% 8.1
25% 8.77
20% 9.1
15% 10.1
10% 12.77
5% 108.77

Table 2. “highway” threshold values

threshold() averageAge()
95% 9.6
90% 23.5
85% 39.0
80% 56.5
75% 76.55
70% 97.35
65% 117.6
60% 138.1
55% 160.6
50% 181.35
45% 204.1
40% 237.85
35% 272.08
30% 306.8
25% 356.75
20% 416.25
15% 460.5
10% 478.0

Table 3. “mall” threshold values



Figures 11 and 12 both show the plots of the
per f ormanceRatio() function, of the respective mod-
els. Figures 13 and 14 both show the plots of the
treelinkAverageAge() function, of the respective mod-
els. Figures 15 and 16 both show the plots of the
treelinkDisappearances() function, of the respective
models.

Figure 9. “highway” CDF plot

Figure 10. “mall” CDF plot

For the experimentation four different seeds5 were
analyzed for each mobility model. The plots of the qual-
ity assessment functions don’t include “Seed 2” of the
highway mobility model as it’s behaviour was too dif-
ferent6 from the remaining 3 seeds and thus found to be
unsuited for including in the quality assessment.

Analyzing the plots and further analyzing the raw
results of the executed experiments indicates that there

5In the plots marked as “Seed 0”, “Seed 1”, etc.
6There was probably a parameter wrongly set in Madhoc.

has been no stability improvement from applying the
different threshold values. The values of the quality
assessment functions fluctuate around the same values,
hence show neither a consistent improvement nor re-
gression.

6. Conclusion and Perspectives

The objective of this work was to extend the G-
Trust algorithm by introducing model specific threshold
values which ought to be used for keeping connections
from being formed unless the involved nodes have stabi-
lized within the range of their connection partners. The
notion of trust has been applied to the edges, which in
this work translates to the average age of an edge, and is
being checked against the applied threshold value. Fur-
ther the collection of many different metrics have been
implemented, based on edges, nodes and trusted span-
ning tree. This work ended with the conclusion that the
way the threshold was chosen did not yield any stability
improvement, thus further investigation on how to con-
struct stronger networks in respect to edges is needed.

In terms of perspectives, future work may include
longer simulation times than those used in this work
(i.e. 120s), which might show improvements. Includ-
ing new mobility models, and the introduction of new
metrics might be interesting. A proposal for a new
metric for influencing the trust value for edges, is the
Signal/Noise ratio, which gives the distance between
two nodes. The closer two nodes are, the higher the
throughput might be, hence those connections should
be favoured over connections to nodes with a higher dis-
tance.
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Figure 11. “highway” per f ormanceRatio() (no
threshold, 90%, 70%, 40%)



Figure 12. “mall” per f ormanceRatio() (no thresh-
old, 90%, 70%, 40%)

Figure 13. “highway” treelinkAverageAge() (no
threshold, 90%, 70%, 40%)



Figure 14. “mall” treelinkAverageAge() (no
threshold, 90%, 70%, 40%)

Figure 15. “highway” treelinkDisappearances()
(no threshold, 90%, 70%, 40%)



Figure 16. “mall” treelinkDisappearances() (no
threshold, 90%, 70%, 40%)


